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“Breaking into a vault is hard
because one has to solve a single,
very hard problem.”

“Divide et impera”

“Things are different if it is possible
o + "4 "y " fto solve many small problems
instead...”
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Reality : Model
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Measurement | Prediction

» Take measurements during encryption of several inputs x

e 3 , " e « Choose a sensitive intermediate result, e.g. SboX x ®k )
. & $ * For each possible sub-key candidateK, e.g. one byte
"q - Predict Side-Channel leakage for all measurements

- Apply statistics to test whether prediction and measurement match
) vu g 55 * The key candidate that matches best is most likely correct
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