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Fig. 1. The Intermediate Values of AES-128 with Extra
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AES

The block size is 128 bits, and the key size is 128, 192 or 256 bits. Each
round (except the final round) contains 4 transformations:

e SubBytes (SB): a non-linear byte substitution
e ShiftRows (SR): reorders the bytes of each row cyclicly

e MixColumns (MC): a linear transformation, operating on the state
column-by-column

e AddRoundKey (ARK): the state is XORed with a round key

The final round doesn’t include MC.
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A Five-Round Algebraic Property of AES

e Modify twenty bytes from five intermediate values

e The modifications carried out by performing four extra XOR operations
at the end of each round

e Such modifications do not change the intermediate result after five
rounds of operations

e Finally still produce the same ciphertext (see the figure)
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The 0 Algorithm

e Process the first five rounds of the AES algorithm by taking the
plaintext P and the key K as the inputs

e Initialize G, M/, R, V! and Z! to zero, i € {0,2, 8,10}
e Choose Gy, G5, Gg and G freely

e Decide M|, M5, M§ and M,

e Decide R, R}, RS and RY,

e Decide Vj, V5, V¢ and VY,

e Decide Z|, Z}, Z{ and Z,
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Deciding M|, M5, M{ and M/, (1)
The steps of deciding { M/, M}, M§, Mi,} are listed as follows:
{ My, My, Mg, M} — {Ng, Ny, Ng, Nig} < {Og, O;, Og, O} + {Q], @3, Qq, Q7 }

— {Ria R§> RS? Ril} — {Sra Sz;k’ S;’ Sikl} — {T;,T;,TE,TE} — {U4> Us, U12, U14}
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Deciding M|, M5, M{ and M/, (2)

e There is an algebraic relation between Bytes {M{), M}, M{, Mi,} and
Bytes {UJ, Ug, Uta, Uy}

e \We can change the values of {U}, Ug, U{,, Uj,} to the values of {Uy,
Us, U12, U4} by setting the values of {M{}, M}, M}, M/,}
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Deciding M),

2, Mg and Mj, (3)

Denote the input and output of MC in Round 4 by
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Deciding M/, M}, M} and M/, (4)

After changing the values of {U}, Uf, Uj,, U{,} to the values of {Uy,
Us, Ui2, U14}, the input and output of MC in Round 4 become

T, T, Tg T, Ui Us Ug U
T Ts Ty Ty | mc | U Us Uy Ug
T2* Tg Tl*O T1*4 UQ* Us Uik 0 Uis

_ 9 T Ty T il i Us U; U Ugp il
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Deciding M|/, M}, M} and M, (5)

We need to modify {72, T, T}, T} according to {Uy, Ug, Uia, Ui4}:

U U, U Up] [02 03 01 0l[ T Tr OTY T
Ur U Uro UL 01 02 03 01 T TF TF T
U: Us USy U | | 01 01 02 03 Y Y R

ur ur un UL | |03 o1 01 02| | T T T T
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Deciding M),

2, Mg and Mj, (6)

To find out the values of {T%, 17,175,175}, we need to solve the following

two groups of linear functions:
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Deciding M), M., M{ and M, (7)
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Deciding M|/, M), M} and M, (8)

Finally, Bytes M|, M)j, M and Mj, are decided by the following
computations:

M, = M; @ SB™Y(Ng), My = M; o SB(N;),

Mg = Mg ® SB™H(Ng), My = M, & SB™(Ny)
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Deciding Other Bytes

The process of deciding R, R;, Rg and R}, and the routine of finding
Vi, Vs, V4 and VY, are similar to the steps of determining M), M}, M and
My
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Variants of the o Algorithm

e The locations of the twenty bytes can be {0,2,8,10}, {4,6,12,14},
11,3,9,11} or {5,7,13,15}

e The round numbers can be Round {1,2,3,4,5}, {2,3,4,5,6},
13,4,5,6,7}, {4,5,6,7,8}, or {5,6,7,8,9}

e There are 20 (= 4 x 5) variants of the § algorithm for AES-128
e There are 28 (= 4 x 7) variants for AES-192
e There are 36 (= 4 x 9) variants for AES-256
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Conclusion

e A Five-Round Algebraic Property of AES
e The o Algorithm
e Variants of § Algorithm: AES-128 (20), AES-192 (28), AES-256 (36)
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