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Motivation & Our Interest

Analysis on Rijndael

There are few cryptanalytic results on large block Rijndael
except multiset attack and integral attack.

Large block Rijndael can be used as a building block of hash

\\\ functions or MAC.

Our Contributions

» Security analysis on large block Rijndael against ‘lImpossible
Differential Cryptanalysis’ .
> Finding new “ID Distinguisher” for Rijndael=160/192/224/256.
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B?Ibci{iCipher NIIEE

| .

Qﬁﬂ{: AddRoundKey

’ Structure of Rijndael
Round ShiftRows |s based on SPN
' MixColumns Round transformation has 4 steps
. \_ J
i AddRoundKey Referred as
' The number of Rounds //’ \\-/A\E-S/ D ™
Round ShiftRows
) ——— _BlodK Size (blts)
MixColumns Rounds Y //169/ 55 > —
AddRoundKey
: | Pl 10 AVARRE 13 14
| Key 160 | 11 /I 12 13 14
= Size
e 192 N2 12 13 14
Round | ShiftRows ) 224 ] 3 1 3 ] 3 ] 3 14
|| AddRoundkey W 14 14 14 14
, Ciphertext - N g" R{
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Round Transformation - SubBytes

Plaintext J ' SubBytes -

Acts on each byte as S: GF(28) = GF(28) by
y =S(x) =Ax'+b
Multiplicative inversion followed by affine
transformation

SubBytes

SubBytes The only non—linear part of Rijndael

|K/E ~ ]

SubBytes =

y = S(x) —

\ I I I r \
J J

Ciphertext ) N QR |
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R'ound Transformation - ShiftRows

Plaintext | ' . '
alrﬁ 2 ’ ShiftRows

= Cyclic shift on each row
| shiftRows | - = Offsets depend upon the row index and block size

|
I
—_— >
| ShiftRows I
|

Ciphertext N a'R I

| ShiftRows I
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Plaintext
I

. 7 I’

I y=MX

MixColumns

S —

. x
'1 thCAMn"B Linear operation on each column
|
|

Regarding each column as a vector over GF(28)

N )

y3 020301017 [ x3
y2 01020301 || x2
yi| | 01010208 || x1

Ly | 030101 02~ | x0 |

Note that branch number of MixColumns = 5

) (&
Ciphertext | IR |

e
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: Plaintext
AddRoundKey | <— ] ////////J/r
' Fl

AddRoundKey | |
|

P

VVYYVY

| AddRoundKey
|

|
= >

I AddRoundKey | <—

[ Ciphertext | N QR I

ISC2008



h ttp :/ / www . n s o i .re . ko

4R Impossible Differential Distinguisher ™

Means differential property which cannot happen on 4 round Rijndael
Distinguishes 4 round from random permutation

- /

ARK

[] []
SB SR MC ARK
H
SB SR MC ARK S
-1
-1 -1
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ID Attack on 6 round Rijndael-160: Overview

6 round Impossible differential attack

Adding one round before and after |D distinguisher,
We obtain parts of roundkey RK,, RKq; by impossible differential

at tik‘ E iy =
ARK, SB, SR I MC ARK
[ [
SB SR MC ARK
[
SB MC ARK

SB SR é@(\ : ARK :
.~ Pr2 7 Z
set NN . sz el

SR

N

Z zl Z
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ID Attack on 6 round Rijndael-160: Step]

STEP1: Initial Filtering

Prepare structures of chosen plaintexts and generate pairs
Choose pairs satisfying pattern for ciphertexts

[] []
ARK, SB, SR ARK

Structure = set of 2% plaintexts which takes all values at
.10, 15)

(0,5

ISC2008

From

202 st Mibtides, wel FMGIow e A I

L I DR DEEEE——

Choose pairs satisfying the difference of ciphertexts takes 0 at

(2,3,6,7,10,11,14,19)
The number of remaining pairs = 260.2 (=2124.2x2-64)

"N E P P
S 7 < 1< Zx ~um

Z 7 ¥ N
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STEP2: Guessing RK6 and Filtering
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ID Attack on 6 round Rijndael-160:Step?2

Guess subkey of RKq(0,17; 5,8; 9,12; 13,16)
And choose pairs satisfying |ID pattern

Guess subkey of RKg
Inverting 6t round w.r.t. 1st

(0,17) i T%§>I.

ARK

MCI

ARK I

co lumn

SB

EENEN

SR

EENEN
[

E -
SR?

%

M

Choose pairs if 1st byte = 0
260.2428=052.2 pajrs remain

ISC2008
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2 <ARK mﬁepeating this procedure

3 7 L for each columns,
“ we have 2%8-2 pairs -
< ARK ' 2 \—/\/\_/
' J
1 N# R 1

ETRI #+A A4



h ttp :/ / www . n s o i .re . ko

STEP3: Guessing RK1 and Discarding wrong keys

Guess subkey of RK,(0,5,10,15)
Discard subkey generating input difference for 1D distinguisher

r'\ Pr1 |
ﬁ ARK, SB, SR I M ~ ARK

T T T ]
[] []

SB SR MC |
= Pr1 = 4x(28-1)(28)4 = 22
i | i
SB SR MC ARK
A ITTT

Guess subkey RK(0,5,10,15)
For each pairs, calculate 1t column of input difference for ID
distinguisher

|f onl¥Bne Wﬁ—st%l‘if;w}ﬁﬁf%—ﬁm, discard subkey .
/ ¢ 7 NATR
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ARK

SB SR MC ARK

SB SR MC ARK

SB SR ARK

SB? SR MC-t ARK

Exchanging the order of

|
u#?— -
uwﬂ;!; -
% EEEE
: u#?
e

MixColumns and
AddRoundKey v

SBt SR? ARK* MC™?
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SB SR MC ARK
]
SB I SR MC ARK S
q N | N |
SB! SR 3 MC1 ARK
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! Y | ]
ARK, SB, SR I MC ARK
] ]
SB SR MC ARK
]
SB I SR MC ARK;
* . L N
< SB 2 SR MC ARK
N | N | N | @
St SR ARK* A
. Pr2
-
__SB! 3 SR ;. ARK ? ~
ISC2008

"~ STEPI

Prepare structure of plaintext
Generate pairs
Choose pairs whose ciphertext

pairs have 0-difference except
(1,4,15,18)

STEP2
Guess RK,(1,4,15,18)
Choose pairs satisfying that

only one nonzero difference in
2'd column

STEP3

Guess RK,(0,5,10,15)
Remove subkey RK;, RK; generating
|0 pattern

NE"R]
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Summary & Comparison

Rijndael-160

Rijndael-192

Rijndael-224

Rijndael-256

ISC2008

# of
rounds

6

Time

2135

2133.5

2188

Data(CP)

2105.5

2129

21282119

Attack

Imp. Diff.

Multiset

Partial Sum

h ttp : / / w w w . n s i .re .k

By
Nakahara et al. (ISC2007)

Nakahara et al. (MyCrypt05)

Ferguson et al. (FSE2000)

2130.5

7138

21282119

Multiset
Imp. Diff.

Integral

| V4

Nakahara et al. (MyCrypt05)
Nakahara et al. (ISC2007)

Galice et al. (AfricaCrypt2008)
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Conclusion

We improved Nakahara et al.” s results(1SC2007) by
using the same |D distinguisher
adopting ‘early abort technique’

We introduced new Impossible Differential Distinguishers
by finding longer |D patterns,
we succeeded to extend ID attack up to 1 or 2 more rounds

Our results on Rijndael-160/192/224 are the best known attacks
so far.

X /
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Thank you.
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